
 

 
© Prof. Dr. Alexander J. Wurzer  

 

 

Scraping Success: 
Oxylabs’ Path to Intellectual Property 
Mastery 
 

 



 

2 

Forword  

INTELLECTUAL PROPERTY: THE ENGINE OF 
INNOVATION IN LITHUANIA 

 
In today's dynamic global marketplace, intellectual property (IP) is not just an asset, 
it's a strategic advantage. This case study delves into the innovative IP management 
strategies adopted by Lithuanian companies, demonstrating their instrumental role 
in achieving business success. The study particularly emphasizes the implementation 
of the ISO 56005/DIN 77006 standard, an internationally recognized framework for 
effective IP management. 
 
Through a collaboration between CEIPI IP Business Academy and I3PM International 
Institute for IP Management, the study assesses the maturity of quality standards in 
IP management practices within Lithuanian companies. Participating companies, 
such as industry leader Oxylabs®, were chosen based on their exceptional reputation 
and pioneering work in IP. By analysing their best practices and valuable insights, the 
study provides a roadmap for other companies seeking to enhance their IP strategies. 
This case study is also integrated into the joint IP Management training program of 
CEIPI and the European Patent Office (EPO), thus contributing to a wider 
understanding of IP management principles. 
 
Under the expert guidance of Professor Dr. Alexander Wurzer from CEIPI IP Business 
Academy and the supervision of Ms. Maria Boicova-Wynants, the study promises a 
comprehensive overview of IP management in Lithuania. This case study invites you 
to explore the innovative approaches of Lithuanian companies in the realm of IP and 
discover how they can inspire and inform your own IP strategy. 
 
We extend our gratitude to all who contributed to the creation of this insightful case 
study. 
 
Irina Urbone  
Head of State Patent Bureau of the Republic of Lithuania  
 
Enjoy the case study.  
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Executive Summary 
 
Oxylabs, a leading provider of web data intelligence solutions, stands at the forefront 
of innovation in the digital landscape. This case study delves into Oxylabs' journey, 
showcasing how the company leverages strategic intellectual property (IP) 
management and thorough IP awareness building initiatives to drive innovation, 
protect its assets, and foster partnerships. 
 
In terms of IP strategy, Oxylabs demonstrates an agile yet meticulous approach. While 
the company initially operated without formalized IP rules, it has now embarked on 
a journey towards formalization to meet the demands of its rapid growth.  
 
However, even now, Oxylabs exemplifies how strategic and thoughtful approach 
towards IP management can fuel innovation and drive success in the digital era. 
Through regular training sessions, internal processes, and interaction with partners, 
Oxylabs ensures that its employees understand the value of IP and are equipped to 
contribute to its protection and exploitation. Moreover, whether delivering their 
solution, collaborating on pro bono initiatives, or hosting industry conferences, 
Oxylabs navigates partnerships with clarity and transparency, ensuring that IP rights 
are delineated and respected. Besides, the company is proactive in safeguarding its 
trade secrets, recognizing their significance in maintaining a competitive edge.  
 
In other words, Oxylabs stands on strong foundations and is poised for continued 
growth and leadership in the dynamic landscape of web data gathering solutions 
through fostering a culture of IP awareness, navigating partnerships with clarity, and 
further formalizing its existing IP strategy and IP management processes. 
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Introduction 
 
In recent years, Lithuania has emerged as a dynamic hub for innovation and 
technology. With a supportive government policy, a robust educational system, and a 
growing ecosystem of startups, Lithuania has positioned itself as a leader in the Baltic 
region's tech industry, being home already for three unicorns. The country boasts a 
high number of tech graduates and a vibrant community of tech enthusiasts, fostering 
an environment ripe for technological advancements and entrepreneurial ventures. 
 
Within Lithuania's burgeoning tech landscape, the software domain stands out as 
particularly vibrant. One area that has gained significant traction is web scraping, an 
automated process that allows to gather publicly available data from the internet at 
scale. This method is crucial for businesses and researchers looking to gather large 
amounts of data efficiently. Web scraping enables the collection, analysis, and 
utilization of publicly available information from the web, facilitating data-driven 
decision-making and market analysis. 
 
At the forefront of this field is Oxylabs, a Lithuanian company that has established 
itself as a leading provider of web scraping services, offering a comprehensive suite 
of tools that allow users to collect, analyze, and extract valuable public data. 
 

Company Background 

 
Established in 2015, Oxylabs has rapidly ascended to the forefront of the web 
intelligence collection industry. As a premier provider of web scraping and proxy 
solutions, the company has been pivotal in enabling businesses to harness the power 
of big data. Oxylabs' innovative technology and ethical approach have attracted a 
diverse clientele, including numerous Fortune Global 500 companies. 
 
Oxylabs has been recognized for its impressive growth, securing its place as one of 
Europe's fastest-growing companies. For three consecutive years, the Financial Times 
and Statista's FT1000 list has acknowledged Oxylabs as the continent's leading and 
most rapidly growing public data acquisition company. This accolade underscores the 
increasing demand for reliable and ethical methods of extracting public web data. 
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CEO Julius Černiauskas attributes the company's success exactly to its commitment 
to ethical data acquisition and responsible business practices. He highlights that 
Oxylabs' consistent inclusion in the FT1000 list reflects not only the growing need for 
dependable data extraction but also the compatibility of ethical practices with robust 
growth. Oxylabs aims to lead by example, fostering a responsible mindset within the 
broader web data community. 
 
In line with this commitment, Oxylabs co-founded the Ethical Web Data Coalition 
Initiative (EWDCI) to promote common standards and self-regulation in the industry. 
The company's efforts in advancing compliant and ethical data acquisition standards 
are also recognized through certifications like the ISO/IEC 27001:2017, which attests 
to its secure data handling practices. 
 
Oxylabs' cutting-edge solutions and premium proxy infrastructure have become 
indispensable for major players across various industries, including e-commerce, 
travel and hospitality, IT, and cybersecurity. These businesses rely on Oxylabs' 
services for market and competitive research, ad verification, digital shelf 
optimization, SEO optimization, and more. As the industry evolves with advancements 
in artificial intelligence and new challenges in data acquisition, Oxylabs remains at 
the forefront, setting standards and driving responsible practices in the web data 
community. 
 

The Importance and Challenges of Alternative Data 

 
In the digital age, the concept of alternative data has become increasingly vital for 
businesses seeking a competitive edge. Unlike traditional data sources such as 
government statistics and financial statements, alternative data is scattered across 
the internet and comes in various unstructured formats. This type of data includes 
satellite imagery, credit card transactions, and public web data, which can provide 
real-time insights and novel perspectives for businesses. 
 
Alternative data is crucial because it offers timely and unique insights that traditional 
data sources cannot provide. For example, financial services companies can use real-
time data to make informed investment decisions, while e-commerce businesses can 
leverage data to optimize their product assortments and understand consumer 
sentiment. The ability to access and analyze this data quickly is a significant 
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advantage, allowing companies to respond to market changes more effectively and 
stay ahead of competitors. 
 
However, extracting alternative data is not without its challenges. The data is often 
dispersed across numerous sources and formats, requiring sophisticated tools and 
technologies for collection and analysis. General-purpose data scrapers are typically 
inadequate for handling the complexity and specificity of this data, necessitating 
custom-built solutions or specialized in-house teams. Additionally, managing the vast 
volumes of data and integrating them into meaningful insights can be resource-
intensive and technically demanding. 
 
Data scraping, often referred to as web scraping, is a powerful tool that involves 
extracting publicly available data from websites. While commonly associated with 
competitive intelligence—such as monitoring competitor pricing or market trends—
data scraping offers a multitude of applications that extend far beyond these 
conventional uses. 
 
Data scraping technology allows organizations to collect vast amounts of information 
from the web efficiently. By deploying bots to navigate websites and extract data, 
companies can gather real-time information that is critical for decision-making. This 
capability is particularly valuable in today's dynamic business environment, where 
timely and accurate data can provide a significant competitive advantage. 
 
One of the less publicized but highly impactful uses of data scraping is in enhancing 
internet safety. The internet, despite its vast benefits, is rife with offensive and illegal 
content. Social media platforms like Instagram, YouTube, and Twitter have 
mechanisms to filter and ban such content, but they cannot catch everything. This is 
where data scraping comes in. It can systematically monitor websites for harmful 
content, including images that evade text-based filters. 
 
For example, Oxylabs partnered with the Communications Regulatory Authority of 
Lithuania (RRT) to tackle the issue of illegal content online. Using a blend of web 
scraping technology and AI-driven recognition tools, they developed a system that 
scans websites within the Lithuanian IP address space for harmful images, 
particularly those related to child sexual abuse. This proactive approach significantly 
enhances the ability to detect and report illegal content, complementing the efforts 
of volunteers who previously reported such material manually. 
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Another relevant aspect: counterfeit goods. They pose a significant threat to brand 
reputation and revenue. With the proliferation of online marketplaces, the sale of 
counterfeit products has surged. The OECD reports that online sales of counterfeit 
items are valued at approximately USD 590 billion annually, with footwear and 
clothing being the most commonly seized counterfeit goods. Web scraping offers a 
robust solution to this problem. Companies can deploy bots with predefined 
keywords to scan the web for counterfeit goods. Once counterfeit items are identified, 
companies can take legal action, such as e.g. filing Digital Millennium Copyright Act 
(DMCA) complaints to request the removal of offending websites from search engine 
indexes. This not only helps in protecting brand integrity but also in curbing the sale 
of counterfeit products. 
 
Cybersecurity is another domain where data scraping proves invaluable. Traditional 
cybersecurity measures often focus on reactive strategies—addressing threats after 
they have been identified. However, data scraping enables a more proactive 
approach. By continuously scanning publicly visible websites, data scraping tools can 
identify potential threats and illegal activities in real time. Oxylabs has leveraged this 
technology to enhance cybersecurity measures. By integrating AI and ML with web 
scraping, they have developed solutions that monitor websites for signs of cyber 
threats. These technologies can identify anomalies, such as unusual login attempts 
or suspicious transactions, and flag them for further investigation. This proactive 
monitoring is crucial for mitigating cyber risks and protecting sensitive data. 
 
Therefore, the opportunities presented by data scraping are vast. Companies can gain 
competitive insights, protect their brands, enhance cybersecurity, and contribute to 
making the internet a safer place. However, there are challenges that need to be 
addressed. Such challenges are: 
 

• Data Quality and Diversity: For AI and ML algorithms to be effective, they 
need high-quality and diverse data. Ensuring that the scraped data meets 
these criteria is essential for the accuracy and reliability of the outcomes. 

• Ethical and Legal Considerations: Data scraping must be conducted 
ethically and in compliance with legal regulations. This includes respecting 
the terms of service of websites and ensuring that personal data is handled 
in accordance with data protection laws such as GDPR and CCPA. 
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• Technical Complexity: Developing and maintaining effective data scraping 
tools requires significant technical expertise. The technology must be able 
to navigate complex websites, handle large volumes of data, and adapt to 
changing web structures. 

 
In other words, data scraping is a versatile technology with applications that go far 
beyond competitive intelligence. From enhancing cybersecurity to protecting brands 
from counterfeiting and making the internet a safer place, the opportunities in this 
space are vast. However, these benefits come with challenges that require careful 
consideration and management, particularly from an IP management perspective. 
 
Companies developing these technologies must navigate complex IP landscape to 
protect their innovations while avoiding infringement on existing patents. The 
continuous evolution of these technologies requires robust IP strategies to ensure 
that new developments are adequately protected and that the company maintains 
its competitive edge. 
 
Furthermore, ethical considerations in data collection and usage are paramount. 
Companies like Oxylabs must ensure compliance with applicable laws and 
regulations while promoting responsible data acquisition practices. This ethical 
approach not only safeguards the company's reputation but also fosters trust with 
clients and regulatory bodies. 
 

Services of Oxylabs 
 
As mentioned above, Oxylabs is a trusted provider of web scraping and proxy services, 
recognized for its reliability and credibility. Operating with a vast network of 102 
million IPs across 195 countries, Oxylabs delivers premium solutions tailored to meet 
diverse business needs. 
 

Scraper APIs 

 
Oxylabs offers a range of Scraper APIs designed to streamline and enhance the data 
extraction process. These APIs incorporate advanced technologies like a patented 
proxy rotator and JavaScript solutions to ensure efficient and reliable data collection. 
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• Web Scraper API: This API enables users to gather data from even the most 
complex websites, regardless of location. It provides access to localized search 
results from 195 countries. Various plans, including Business, Corporate, and 
Custom, are available to accommodate different needs. 

• SERP Scraper API: Designed for real-time data collection from popular search 
engines, this API supports country, state, city, or coordinate-level targeting. The 
pricing also includes options for Business, Corporate, and Custom plans. 

• E-commerce Scraper API: This API allows users to quickly access accurate 
product data from the top 50 e-commerce marketplaces. It offers a 
maintenance-free infrastructure and various plan options to suit different 
requirements. 

 

Proxies 

 
Oxylabs is renowned also for its extensive range of proxy services, catering to various 
data acquisition needs. These include: Datacenter Proxies, Residential Proxies, 
Rotating ISP Proxies, and Mobile Proxies. 
 
Additionally, Oxylabs offers Static Residential Proxies, which feature over 100,000 
static IPs with an average uptime of 99.9%, ensuring stability and trustworthiness. 
Customers benefit from 24/7 support for any proxy they choose. 
 

Datasets 

 
Beyond web scraping and proxy services, Oxylabs provides datasets services, enabling 
businesses to save time and gain a competitive edge. As a founding member of the 
Ethical Web Data Collection Initiative, Oxylabs is at the forefront of creating best 
industry practices when it comes to ethical web data collection and ensures its 
compliance with relevant laws , earning the trust of Fortune 500 companies. 
 
In summary, Oxylabs is a comprehensive solution for all web scraping and proxy 
needs. Oxylabs empowers businesses to leverage public web data effectively and 
ethically, helping them stay ahead in the competitive market by offering a wide range 
of scraping APIs, robust proxy services, and quality datasets. 
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IP the Oxylabs-way 

 
At Oxylabs, Intellectual Property (IP) is an important aspect of the company's strategy 
and operations. It is integral to securing operational freedom, providing legal 
certainty, fostering a culture of innovation, and maintaining a strong market position 
(Fig.1). This comprehensive approach to IP not only protects Oxylabs' current 
innovations but also paves the way for future advancements. 

 
Thus, one of the primary roles of IP at 
Oxylabs is securing the freedom to 
operate. This concept extends beyond 
merely avoiding legal disputes and 
encompasses the broader assurance that 
Oxylabs' innovations can be developed 
and brought to market without 
hindrance. Through the robust IP 
portfolio the company has established, 

Fig. 1: Schematic evaluation of IP Management dimensions within Oxylabs on the scale of 1 to 5 (with 5 being 
“outstanding”) 

“Our strategic goal is to have the main features 
of the products protected by patents. All the 

main features of our current products, that we 
created, are protected with patents. As for the 
product features and technologies that that we 
believe are going to be important in the market 

in the future — for those we have a slightly 
different patenting strategy, hence an even 

more focused approach.” 
 

Marija Markova, the Head of IP at Oxylabs 
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today approaching 100 patents worldwide, Oxylabs ensures that it can pursue its 
business objectives confidently, knowing that its technological advancements are 
protected.  
 
Another critical aspect of IP at Oxylabs is providing legal certainty and defense. In an 
industry characterized by rapid technological change and intense competition, having 
strong IP protection is essential for maintaining a competitive edge. Oxylabs 
leverages its IP portfolio to be able to defend its innovations and ensure that it 
retains ownership of its creative outputs. (Fig. 2.) The trademarks of Oxylabs are 
likewise duly registered in all major countries of operation. This legal certainty 
enhances Oxylab’s reputation as a leader in web scraping and data acquisition 
solutions. 

 
Also, internally, IP serves as a vital tool in fostering an innovation management 
culture at Oxylabs. In the company, IP is used to motivate employees, encouraging 
them to think creatively and consider their work from new perspectives. This 
approach helps employees see themselves as inventors, contributing to global 
technological advancements. In this way, Oxylabs integrates IP awareness and 
management into the company's ethos and thus, cultivates a dynamic environment 
where innovation thrives. 
 
Finally, IP at Oxylabs is about securing and guarding the company's position in the 
market. By actively managing and expanding its IP assets, Oxylabs fortifies its market 

Examples of patents obtained by Oxylabs for their technologies: 
 

• STICKY SESSIONS IN A PROXY INFRASTRUCTURE (US 11,553,058)  

• —> product: Scraper APIs*; Residential Proxies** 
 
 

• ACCESS CONTROL POLICY FOR PROXY SERVICES (US 11,411,954)  

• —> product: Residential Proxies**; Scraper APIs* 
 
 
*Oxylabs' Scraper APIs include SERP Scraper API, E-Commerce Scraper API, and Web Scraper API.  
**The Residential Proxy family consists of Residential Proxies, Mobile Proxies, Rotating ISP proxies, and 
Web Unblocker. 

Fig 2: Examples of patents obtained by Oxylabs for their technologies 
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presence and ensures its long-term sustainability. This proactive approach to IP 
management helps Oxylabs stay ahead of competitors and continue delivering 
cutting-edge solutions to its clients. 
 
IP Management Processes at Oxylabs 
 
Oxylabs has approached its IP management with a unique blend of agility and gradual 
formalization.  
 
Up until now, Oxylabs operated almost without 
strictly formalized IP rules, reflecting its agile 
and dynamic business model. The company 
prioritized flexibility, allowing it to adapt quickly 
to changing market conditions and 
technological advancements. This approach 
enabled Oxylabs to patent innovations swiftly 
and effectively, without being encumbered by 
rigid policies. As Marija Markova, the Head of IP 
at Oxylabs explained, "We almost don't have 
fully formalized (i.e. approved in a form of policy 
or strategy) internal IP management rules. And 
we are now moving towards this.”  
 
However, despite the absence of officially 
documented policies, Oxylabs developed 
internal processes to manage its IP activities. 
These processes include internal guidelines, among others, for patent applications, 
trademark registrations, and risk management., these guidelines are well-understood 
and consistently followed by the team.  
 
This pragmatic approach allowed Oxylabs to maintain a high degree of operational 
efficiency while protecting its intellectual property. 
 
As Oxylabs has matured, the need for a more formalized IP processes has become 
apparent. The company recognizes that having documented rules and processes will 
not only enhance clarity and consistency but also support its continued growth and 

Marija Markova                                                            

  
Marija is an experienced technology 
lawyer. As the Head of the IP team at 
Oxylabs.io, she advises on IP strategy, 

supervises IPR registration and 
disputes before the IP Offices globally, 
leads IP disputes in alternative dispute 

resolution bodies, and manages a 
network of outside counsels. Marija is 
committed to raising IP awareness and 
establishing robust internal processes. 

She holds a PhD in Intellectual 
Property Law and an LL.M. (cum laude) 

in International and European Law 
from Utrecht University. 
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innovation. "We have come to this point where we can see that we are more or less 
mature for having formal IP strategy and rules," the Head of IP observed. 
 
To this end, Oxylabs has begun the groundwork for establishing a formal IP strategy. 
The aim is to create a structured framework that will provide legal certainty, protect 
the company's innovations, and motivate employees. Formalizing these processes will 
also facilitate training and awareness initiatives, ensuring that all team members are 
aligned with the company's IP objectives. 
 
To note once again, that even without formalized rules, Oxylabs has implemented 
robust internal processes to manage its IP activities effectively. Each step of the IP 
lifecycle, from idea generation to patent filing and trademark registration, is outlined 
in internal guides. These guides ensure that all team members understand their roles 
and responsibilities, fostering a culture of accountability and precision. 
 
For instance, the IP team follows a 
detailed process for patent applications, 
which includes initial idea assessment, 
prior art searches, drafting, and filing. 
Similarly, trademark management 
involves thorough market research, 
application preparation, and monitoring 
for potential infringements. Risk 
management processes are also in place to identify and mitigate IP-related risks, 
ensuring that the company's innovations are adequately protected. 
 
In summary, Oxylabs' IP management processes reflect a balance between flexibility 
and structure. While the company has operated successfully almost without 
formalized rules, it is now taking steps towards establishing a comprehensive IP 
strategy and IP management policy. This approach will provide greater clarity, 
consistency, and protection for the company's intellectual property, ensuring that 
Oxylabs remains at the forefront of innovation in its industry. 
 

Building IP Awareness at Oxylabs 
 
At Oxylabs, fostering a robust IP awareness culture is taken seriously and approached 
from multiple angles. There are several key initiatives aimed at educating and 

“We have step-by-step guides for each process 
that we follow; and we follow them. So in 
practice, rules are there, but they're not 

approved as official documents. Everybody, 
who is involved, knows how it works, and it 

actually works quite well.” 
 

Marija Markova, the Head of IP at Oxylabs 
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engaging employees about the importance of intellectual property and innovation 
management. These efforts are designed to ensure that all team members, from 
newcomers to seasoned inventors, are well-informed and motivated to contribute to 
the company's IP portfolio. 
 
Layered IP Awareness Approach 
 
Oxylabs employs a layered approach to IP awareness, focusing primarily on patents 
and innovation management. This approach begins with an introductory material 
provided to new employees, offering a general overview of the company's IP activities. 
This foundational knowledge is built upon through more targeted initiatives. 
 
Quarterly Innovation Mining Meetings 
 
A standout initiative at Oxylabs is the quarterly meetings held with technical teams, 
termed "Innovation Mining." These 
sessions involve key engineers and 
product owners who inform their 
teams about the IP process and 
encourage the sharing of new ideas.  
 
This regular interaction not only 
collects innovative ideas but also 
continuously raises awareness about 
the patentability of the completely new 
technological solutions or of seemingly modest improvements. 
 
Partner Engagement and Expertise Sharing 
 
Oxylabs also leverages its relationships with external IP partners to keep the team 
updated. Regular visits from European patent attorneys and other partners include 
presentations tailored to the team's needs, such as understanding the nuances of 
patent grant rates in different jurisdictions. These sessions provide valuable insights 
and opportunities for employees to ask questions, fostering an environment of 
continuous learning and engagement. 

“Every time there is a meeting we explain rules of 
software patentability, we also aim at creating an 
understanding that patents can be obtained for 
improvements and it is not always necessary to 
come up with a completely new technological 

solution, that it is not ‘a rocket science’, 
sometimes you can obtain a patent for 

improvements and those are important patents.” 
 

Marija Markova, the Head of IP at Oxylabs 
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Internal Training Programs 
 
The internal training program 
at Oxylabs is another critical 
component of their IP 
awareness strategy. These 
sessions are tailored to the 
company's growth and the 
influx of new employees. The training covers practical aspects of the patent process, 
from initial application to the final grant, using real examples from Oxylabs' own 
patent portfolio. As the Head of IP explained, "We regularly organize trainings, looking 
at examples of our patents: what was the initial application, how patent claims 
change during the prosecution.” In that way, employees at Oxylabs get a very practical 
understanding of e.g. how patent process from the beginning till the end looks like. 
 
Public Relations and Recognition 
 
To further enhance IP awareness, Oxylabs collaborates with its PR team to announce 
new patent grants and other IP achievements. These announcements highlight the 
company's success and keep the broader team informed about ongoing IP 
developments. 
 
Incentivizing Innovation 
 
A notable aspect of Oxylabs' IP strategy is their 
bonus policy for inventorship, which serves as 
both a financial incentive and a motivational IP 
awareness building tool. This policy is promoted 
within the company, emphasizing the benefits and 
recognition that come with contributing to the IP 
portfolio. 
 
Trademark and Copyright Awareness 
 
In addition to patents, Oxylabs places significant emphasis on trademarks and 
copyrights. Internal training sessions are conducted for content teams to ensure they 

“When our partners come, we always ask to prepare some 
material which is relevant for our team. So for example, last 
year our partner visit concentrated on the rates of granting 
patents in the US: success rates of different filing strategies, 
number of office actions received and so on. Such visits and 

meetings keep our teams up to date on our patenting 
activities, provide opportunities to ask questions and 

increases general engagement.” 
 

Marija Markova, the Head of IP at Oxylabs 

“The Bonus policy is approved as an 
official internal document of our 

company. So this also, I would say, 
works as a good IP awareness 

building tool, as everybody knows 
there is also a financial benefit for 

inventors.” 
 

Marija Markova, the Head of IP at 
Oxylabs 
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understand the fundamentals of copyright and the importance of selecting 
appropriate trademarks. Employees learn why general industry terms cannot be used 
as trademarks and the critical nature of proper trademark usage. 

 
Open Source Licensing 
 
Open source licensing is another 
critical area of focus for IP 
awareness building efforts at 
Oxylabs. The company conducts 
internal audits to ensure 
compliance with open source rules 
and has established clear 
guidelines on acceptable licenses. 
These guidelines clearly define which open source licenses are acceptable for the 
company and which are not. Moreover, Oxylabs established the process of controls 
that people need to comply with if they want to use open source programs. 
 
To support these efforts further, Oxylabs partners with IP attorneys to provide training 
sessions that cover the implications of non-compliance.  
 
These training sessions, coupled with internal controls and guidelines, ensure that 
employees are well-informed about the rules and best practices of open source 
licensing, thereby safeguarding the company's IP assets while fostering innovation. 
 
Revamping Internal IP Resources 
 
Lastly, Oxylabs is in the process of updating its internal IP website. This resource will 
provide comprehensive information on patents, highlight top contributors, and 

“For example, this quarter we are doing a check on how we are using our own trademarks and how 
we're using trademarks of third parties on our website to make sure that we comply with rules. 

Based on the results, internal guidelines will be issued and we will deliver trainings to explain, why 
it is important, to use trademarks as they are registered, to give examples of where we see 

deviations, what are the potential consequences of them, and agree on how to proceed further.” 
 

Marija Markova, the Head of IP at Oxylabs 

“We had attorneys come to us to explain open source 
licensing rules and to address the questions that we 
have prepared beforehand on very specific issues. 

For example, our teams needed to understand what 
would be the practical implications of not complying? 

What does it mean that you have to “reveal the 
code”? Where do we need to put disclaimers?” 

 
Marija Markova, the Head of IP at Oxylabs 
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celebrate significant IP milestones. This transparent and accessible platform aims to 
keep all employees informed and engaged with the company's IP activities. 
 
Overall, Oxylabs’ approach to building IP awareness is comprehensive and dynamic, 
involving multiple initiatives that cater to different levels of expertise and roles within 
the company. By combining structured training, continuous engagement, external 
expertise, and clear incentives, Oxylabs creates a culture where innovation is not only 
encouraged but systematically integrated into the company’s ethos. 
 
Managing IP in Partnerships 
 
The management of IP in partnerships at Oxylabs is strategically tailored to the nature 
and goals of each collaboration. Oxylabs' approach ensures that IP rights are clearly 
defined and protected while fostering innovation and cooperation.  
 
Thus, Oxylabs engages in several pro bono activities, providing technological 
solutions to critical social issues such as e.g. online child abuse. In these cases, IP 
management is crucial to delineate ownership and usage rights of the developed 
solutions. For instance, when collaborating with governments or international 
organizations, Oxylabs ensures that the contracts explicitly define who owns the 
created solutions and how IP rights are to be managed. This clarity prevents future 
disputes and ensures that both parties understand their rights and responsibilities 
from the outset. 
 
When working with partners involved in content creation, such as website developers 
and promotional teams operating in different countries, Oxylabs also adopts a clear 
and structured approach to IP. Contracts with these partners include specific clauses 
that define IP ownership and usage rights, ensuring that all content produced for 
promotional activities is properly protected. This structured approach helps maintain 
brand integrity and ensures that all content aligns with Oxylabs’ strategic goals. 
 
At the same time, there are also different scenarios. For example, Oxylabs also hosts 
events such as OxyCon, an annual conference that attracts participants from across 
the industry. This event fosters a community environment where knowledge sharing 
is encouraged. Given the collaborative and voluntary nature of OxyCon, Oxylabs 
adopts a more flexible approach to IP management. While the trademark for OxyCon 
is registered, the company is less stringent about demanding IP rights for 
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presentations and shared knowledge during the conference. This approach supports 
an open exchange of ideas, contributing to the broader industry knowledge base and 
fostering goodwill within the community. 
 
Therefore, in partnerships where the outcome is a definitive product or service, 
Oxylabs is particularly cautious about IP. These collaborations require detailed 
contractual clauses to protect the final result and ensure that Oxylabs retains 
necessary IP rights for future use. This strategic approach is applied to joint projects 
where clear ownership and usage rights are critical to the success and sustainability 
of the developed innovations. However, for less formal cooperation events or projects 
that do not result in a reusable service or product, Oxylabs adopts a more relaxed 
stance on IP clauses. This flexibility allows for greater innovation and fluidity in these 
partnerships, fostering a collaborative environment without the constraints of rigid 
IP regulations. 
 
Consequently, Oxylabs’ approach to IP in partnerships reflects a balance between 
protecting intellectual assets and fostering innovation through collaboration. By 
tailoring IP management strategies to the specific nature of each partnership, Oxylabs 
ensures that its IP is adequately protected while promoting an open and cooperative 
spirit, which further supports its sustainable growth in the dynamic tech industry. 
 
Trade Secret Management at Oxylabs 
 
Managing trade secrets effectively is crucial for maintaining competitive advantage, 
especially in a rapidly growing and innovative company like Oxylabs. While Oxylabs 
has established several safeguards to protect its trade secrets, the company 
acknowledges that this is an area still developing and evolving.  
 
The foundation of Oxylabs' trade secret protection lies in its agreements with 
employees and contractors. These agreements include strict non-disclosure clauses 
that prevent the unauthorized sharing of any information related to the company's 
innovations, products, or strategies. Employees and contractors are bound by these 
confidentiality agreements, ensuring that sensitive information remains secure both 
during and after their tenure with the company. "We have several safeguards for 
business secrets in our documents or agreements internally," explains Marija 
Markova, the Head of IP at Oxylabs. "Our main very big safeguards are in our 
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employment agreements and the confidentiality agreements with partners, and we 
are quite strict about it.” 
 
In addition to general contractual non-disclosure obligations, Oxylabs is leveraging 
data loss prevention measures that allow to automatically block accidental sharing 
of sensitive information or some specific confidential parameters such as source 
code. These measures tackle cases where highly sensitive information is being 
attempted to be shared accidentally or maliciously outside of the organization. The 
technology recognizes sensitive piece of information and blocks it from being shared. 
 
Oxylabs maintains stringent internal guidelines to prevent the public disclosure of 
any product changes or improvements that could potentially lead to patent 
applications. These guidelines extend to any innovative ideas or improvements that, 
while not patented, are still valuable to the company's competitive position. By 
restricting the dissemination of such information, Oxylabs ensures that its proprietary 
knowledge remains protected from competitors and unauthorized parties. 
 
Beyond innovations and product-related secrets, Oxylabs also recognizes the 
importance of safeguarding strategic information that may not be patentable but is 
nonetheless critical to the company’s operations and future plans. This includes 
business strategies, market analysis, and other sensitive information that could 
impact the company's competitive edge if disclosed. 
 
Acknowledging the need for a more structured approach, Oxylabs is currently working 
on formalizing its management of trade secrets that do not end up being patented. 
"We are currently working on a more formalized approach in treating ideas that do 
not end up in patents," the Head of IP notes. "Will we be putting them into a business 
secret list? How we move forward with it, and what happens then? This is something 
that we are currently working on and need to address." 
 
To conclude, while trade secrets are a less discussed and formalized area within 
Oxylabs compared to other IP rights, the company is committed to enhancing its 
approach. By formalizing processes and creating robust safeguards, Oxylabs aims to 
ensure that all forms of valuable information, whether patentable or not, are 
adequately protected. Therefore, Oxylabs’ approach to trade secrets reflects a 
growing recognition of their importance and a commitment to developing 
comprehensive protection strategies. Through stringent agreements, careful internal 
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guidelines, and ongoing efforts to formalize also trade secret management, Oxylabs 
is positioning itself to further safeguard its competitive advantage. 
 

IP Management Looking Forward 
 
Considering the company's trajectory, aspirations, and the evolving landscape of 
digital data solutions, a number of key challenges could arise for Oxylabs. In 
particular, as the company continues its rapid growth trajectory, scaling its IP 
management processes to accommodate the expanding portfolio of patents, 
trademarks, and trade secrets will become paramount. The challenge lies in 
maintaining agility and efficiency while ensuring robust protection and exploitation 
of intellectual assets. 
 
Furthermore, as a leading innovator in the digital data solutions space, Oxylabs faces 
the perpetual challenge of balancing innovation with IP protection. Nurturing a 
culture of innovation while safeguarding intellectual assets demands a delicate 
equilibrium, calling for proactive measures to identify, assess, and protect novel ideas 
and technologies. Besides, operating in a global marketplace entails navigating a 
labyrinth of diverse IP regulations and legal frameworks. From patent filing strategies 
to trademark registrations and trade secret protection, Oxylabs must adeptly navigate 
jurisdictional nuances, compliance requirements, and cultural considerations to 
safeguard its intellectual assets effectively. 
 
To stress that while Oxylabs has invested in cultivating a culture of IP awareness, 
sustaining and enhancing this awareness across diverse teams and geographies 
presents ongoing challenges. Continuously educating employees, partners, and 
stakeholders on the importance of IP, their roles and responsibilities, and best 
practices for IP management is essential for fostering a robust IP culture.  
 
Likewise, in an era of rapid technological advancement and evolving regulatory 
landscapes, Oxylabs must remain vigilant to emerging IP challenges. From the rise of 
AI-generated inventions to the complexities of data privacy regulations and the 
implications of geopolitical tensions on IP enforcement, staying ahead of the curve 
requires proactive monitoring, adaptation, and innovation in IP management 
strategies. 
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Finally, while Oxylabs has thrived with a flexible approach to IP strategy, the transition 
towards formalization poses challenges. Establishing clear policies, protocols, and 
governance structures requires careful calibration to strike a balance between agility 
and compliance, especially as the company expands its global footprint and engages 
in more complex partnerships. Building upon existing processes and guidelines 
developed internally, the company is poised to transition towards a more structured 
and formally approved approach to IP management, which is certainly commendable.  
 
In this endeavor, Oxylabs recognizes the value 
of leveraging established IP management 
standards, such as ISO 56005 and DIN 77006, 
as guiding frameworks for designing and 
implementing a robust intellectual property 
management system. ISO 56005, belonging to 
the ISO5600X family, ensures adherence to 
the highest standards throughout the entire journey of IP conception to verification. 
It emphasizes leadership, strategy formulation, utilization of tools and methods, and 
the application of the “plan-do-check-act" (PDCA) concept, providing a 
comprehensive blueprint for effective IP management. Similarly, DIN 77006 integrates 
trusted ISO9000 standards with contemporary IP management requirements, 
tailoring a systematic approach to the unique business model of Oxylabs. 
 
The journey towards formalizing the IP management system within Oxylabs evolves 
organically. Within the DIN framework, this process can be formalized to begin with 
the formulation and dissemination of IP strategy, policy, and objectives, laying the 
foundation for subsequent phases of identifying risks and opportunities, defining IP 
processes, and executing corresponding activities. This cyclical approach, 
encapsulated in the PDCA cycle, ensures continuous improvement and alignment with 
organizational goals. 
 
For Oxylabs, the formalization of IP processes following the standards represents a 
logical progression, building upon existing groundwork and guidelines. In this way, 
Oxylabs can reaffirm its commitment to fostering a culture of innovation, 
safeguarding intellectual assets, driving sustainable growth, and as a result, position 
itself at the forefront of IP management excellence.  
  

“The aim is to move to formalization. We 
have already started the groundwork for 
this, as we believe that we are getting to 

the required maturity level.. <…> We might 
one day move towards the certification 

for ISO.”  
 

Marija Markova, the Head of IP at Oxylabs 
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